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Tixeo earns its fourth security certification from France’s

Cybersecurity Agency
Reinforcing its position as the most secure sovereign videoconferencing
provider in the European market
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As digital sovereignty moves to the centre of strategic decision-making, Tixeo, the
European provider of a highly secure, sovereign collaborative videoconferencing
platform, today announces that it has been awarded its fourth First Level Security
Certification (CSPN). Issued by ANSSI, France’s Cybersecurity Agency, the CSPN is
France’s benchmark security certification. Awarded following an evaluation by an
accredited laboratory, it attests to the robustness of a product’s security functions.

Evaluated by Synacktiv, a European offensive security specialist, Tixeo version 17.2 passed
every security function tested under real-world operating conditions (servers, applications,
exchanged data streams, etc.), with no exploitable vulnerability identified.

“Achieving a fourth CSPN certification is a source of great pride for the Tixeo teams,” says
Renaud Ghia, CEO of Tixeo. “It attests to the security level of our solution but, above all, it
validates the rigour of a commitment we have upheld consistently for almost ten years. Our
customers in defence and strategic sectors are not looking for a label: they expect discipline
and tangible proof of reliability. That is what our certification strategy has demonstrated since
2017.”



With security at the heart of its development cycle, Tixeo has obtained four CSPN certifications
since 2017, including three for consecutive major versions of its solution (v15.5, v16.6 and
v17.2) within five years.

A comprehensive, unrestricted scope put to the test

Not all CSPN certifications cover the same scope. Each vendor defines the ‘security target’ it
submits to ANSSI, and its reach varies considerably from one provider to another.

Since 2017, Tixeo has chosen to submit its solution under real-world operating conditions,
covering its meeting and communication servers, its native applications for the three operating
systems used in the enterprise (Windows, macOS, Linux) and every data stream exchanged
in real time (voice, video, data, files). What was put to the test was neither a functional subset
nor a mere web demonstration client, but an architecture in which security is enabled by
default, regardless of the deployment model (cloud or on-premise).

Tixeo’s CSPN certification notably covers end-to-end encryption of all streams, including in
multipoint meetings. Streams are encrypted on the sender’s device and decrypted only on the
recipients’ devices. The server therefore routes communications without ever holding the keys.
This guarantee remains out of reach for architectures that route streams through a central
node responsible for reprocessing them. Such a model requires server-side decryption, which
rules out genuine end-to-end encryption.

A different evaluator, the same conclusion

For this fourth certification, Tixeo engaged Synacktiv, an Information Technology Security
Evaluation Facility (CESTI) and one of Europe’s leading names in offensive security. Synacktiv
was crowned Master of Pwn in Berlin in 2025, having won Pwn20wn in Vancouver in 2023
and in Tokyo in 2024. A deliberate choice to pit the architecture against the best penetration
testers of the day.

The CSPN: recognition of proven security reliability

The CSPN is awarded by ANSSI on the basis of an evaluation conducted by a CESTI,
comprising a source code review, penetration testing and verification of security functions
under realistic attack conditions.

ANSSI’s credibility extends well beyond France: the country is ranked Tier 1 ‘Role-modelling’
in the Global Cybersecurity Index 2024 published by the International Telecommunication
Union (ITU), the leading global benchmark for cyber maturity, alongside the world’s major
powers. The CSPN is also recognised as equivalent to the BSZ certificate issued by
Germany’s Federal Office for Information Security (BSI).

Continuity as a commitment

CSPN certification cycles are inherently long — that is what guarantees their rigour. Tixeo does
not wait for them to innovate: version 18 of the solution was in fact already available before



certification of v17.2 was granted. Fabien Lavabre, Director of Security at Tixeo, explains:
“To guarantee our users the highest level of security, we go beyond cetrtification cycles. We
have set up a permanent bug bounty programme with YesWeHack, Europe’s leading platform
in the field: we regularly submit major versions of our solution to the independent and
demanding scrutiny of security researchers.” This strategy means Tixeo approaches every
certification with an architecture that has already been proven.

Meet Tixeo at Les Assises de la Cybersécurité

e Visit Tixeo at Les Assises from 7 to 10 October 2026 at the Grimaldi Forum, Monaco,
stand C0O7 (Forum 1 — Diaghilev).

e Press meetings available on request via the Oxygen agency.
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About Tixeo

For more than 20 years, Tixeo, a European provider of secure collaborative videoconferencing solutions, has
supported strategic organisations (defence, industry, energy, etc.) in ensuring the efficiency and security of their
online exchanges as part of their critical activities.

Available in the cloud or on-premise, Tixeo offers its own ANSSI-certified videoconferencing technology, which
complements standard collaboration tools for even greater confidentiality. Built on a Secure by Design approach,
its technology features genuine end-to-end encryption of all streams (video, audio, data), whatever the number of
participants.

With an unprecedented level of security, Tixeo helps organisations reduce cyber risk, strengthen cyber resilience
and meet regulatory requirements. Many European organisations place their trust in Tixeo, including Naval Group,
Dassault Aviation and Orange.

Tixeo is:
e Awarded the ‘France Cybersecurity’, ‘Cybersecurity Made in Europe’ and ‘Utilisé par les Armées
Frangaises’ (Used by the French Armed Forces) labels
e A member of GICAT, the Alliance pour la Confiance Numérique, CLUSIF and HEXATRUST.

Find out more: www.tixeo.com
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